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5 Summary
(1) Classification of the products to be pro-

duced : 71, 27

(2) Niigata University Information Security
Measures Support Contract 1 Set

(3) Type of the procurement : Require

(4) Basic requirements for the procurement :
As information security measures, Niigata
University provides 24-hour network intru-
sion monitoring, response to information in-
cidents based on the university’s informa-
tion security policy, and daily IPA,
JPCERT ./ CC (Japan Computer Emergency
Response Team Coordination Center) and
other security public institutions check the
latest security information on websites, col-
lect and organize information that is judged
necessary for the University, disseminate it

to the university, and outsource these tasks.
(Details are according to the introductory
instructions.)

@® 24-hour network intrusion monitoring

This work must be supervised by a per-
son who has a CISSP certification qualifi-
cation or an information processing sys-
tem audit engineer examination certifi-
cate certified by the Ministry of Econo-
my, Trade and Industry. The on-site com-
mand must be led by a person who has a
CISSP certification qualification or two
or more of the following examinations :
Information Processing Security Assur-
ance Support Specialist Examination, In-
formation Security Specialist Examina-
tion, System Audit Engineer Examina-
tion, and Network Specialist Examina-
tion certified by the Ministry of Econo-
my, Trade and Industry. In addition,
those who supervise the above opera-
tions, those who supervise the site, and
the information security engineers in
charge of information security con-
sultants who perform daily operations
are prohibited from re-outsourcing their
work in order to make comprehensive
judgments and perform their duties in
this work.

@ Daily work (information security co-
nsultant)

Based on the University’s Information
Security Policy, the Information Security
Consultant provides “A. Security Incident
Emergency Response, Evidence Preser-
vation and Analysis”, “B. Proposal of
Countermeasures for Security Opera-
tions”, “C. Notification of Computer Vi-
rus Detection and Infection Status Aggre-
gation and Response Procedure to Ad-
ministrator”, “D. Aggregation of File Sha-
ring Software Usage Discovery Status
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