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6  Summary
(1) Classification of the products to be pro-

cured : 14
(2) Nature and quantity of the products to be

A 245 H 1 H15K005
AR TR T2 2 B

rent : Firewall System 1 Set
(3) Type of the procurement : Rent
(4) Basic requirements of the procurement :

(A Active,/Active redundant configura-
tion using two or more next-generation
firewall devices that have the same or
better functions as the Palo Alto Net-
works PA-5050 in operation must be ne-
eded.

(B) The firewall device must be an appli-
ance that integrateshardware and soft-
ware.

(C) It must have a firewall function and
firewall throughputmust be 15Gbp or
more.

(D) The firewall devicemust have 5 Gbps
or more processing capacity even when
various functions (application identifica-
tion, IPS, anti-virus, anti-spyware) are
used simultaneously.

(E) The firewall device must be able to
identify and visualize 2,500 or more appli-
cations regardless of port number.

(F) The firewall device must be able to
handle more than 170,000 new sessions
per second.

(G) The firewall device must be able to
process 4,000,000 sessions or more simul-
taneous sessions.

(H) The firewall device must have at least
one management interface.

(I) The firewall device must have indepen-
dent processing processors for both man-
agement communication processing and-
data communication processing.

(J) The firewall device must be capable of
enabling / disabling content inspection
functions for each firewall policy, such as
virus, spyware and URL filtering.

(K) A URL category must be directly spe-
cified on the firewall security policy.

(L) It isnessesary to specify the application
name directlyon the firewall security po-
licy.

(M) The firewall device must be able to
work with log server Panorama (Palo
Alto Networks) and accumulate logs.

(N) The firewall device must be mounted
on a standard 19-inch rack.

(O) It should be possible to divide the seg-
ment into multiple segments and operate
with FW and NAT configurations.

(P) The system must be configured to op-
erate normally without any obstacles to
educational and research activities of the
University.

(Q Wiring should be neat and esthetic.
Also tag the wiringso that it can be iden-
tified.

(R) It must be needed to migrate the secu-
rity policy (whitelist, INOUT rule set-
tings, DMZ and VPN settings, etc.) envi-
ronment set in the existing system to this
system.

(S) The system to be procured must be co-
ordinated with the network maintenance
company so that it can be managed, oper-
ated, and maintained as a unit with the
campus network of the University.

(T) Equipment and software (including ser-
vices) to be introduced shall be provided
with their functions and operations cor-
rected for defects and security measures
taken. During the borrowing period, bug
fixes and vulnerability countermeasures
can be provided, and such changes shall
be included in the Procurement.
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