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6 Summary
(1) Classification of the products to be pro-
cured : 14
(2) Nature and quantity of the products to be
rent: All Campus Secure Network Inf-
rastructure System 1 Set
(3) Type of the procurement : Rent
(4) Basic requirements of the procurement :
A Next Generation Firewall Subsystem

The next generation firewall sub-
system will be devices that is placed at
boundary of campus network and the In-
ternet connection.

This subsystem should have function to
defense unauthorized accesses from the
Internet, to prevent the unauthorized
traffic from our campus, and to detect the
vulnerable hosts in our campus.

Next generation firewall devices A and
B must be different manufactures.

@ Next Generation Firewall A

(a) It should have virtual domain

function.

(b) It should have sandbox function

on cloud or on-premises.

(c) It should have more than two ports
of 10Gbase-T.

(d) It should have more than th-
roughputs of 8Gbps of threat preven-
tion.

@ Next Generation Firewall B

(a) It should have virtual domain
function.

(b) It should have more than two
ports of 10Gbase-SR.

(¢c) It should have more than th-
roughputs of 5Gbps of next genera-
tion firewall.

B IP Address Management Subsystem

The IP address management sub-

system provides function of IP address
management, DNS caching server and
DHCP server in our campus.

@ 1P address management device

(a) It should have more than process-
ing function of 22,500 query per sec-
ond as the DNS caching server per-
formance.

(b) There is no limit on the number of
IP address that can be lease and the
number of scopes that can be set.

(c) It should have more than process-
ing function of 150 lease per second
as the DHCP server performance.

C Wireless LAN Subsystem

The wireless LAN subsystem provides
Internet access services through informa-
tion outlet based on wireless LAN in
KIT. It provides a high-speed network
infrastructure that interconnects existing
systems.
@ Wireless Access Point

(a) It should have function to manage
wireless LAN base stations based on
the IEEE 802.11 a/b./g/n/ ac/
ax.

(b) It should have a function to detect
rogue AP.

(c) It should operate with PoE+ pow-
er supply based on the IEEE 802.3at.

(d) It should have a function of NBa-
se-T based on IEEE802.3bz.

@ Floor Switch

(a) It should have a function of NBa-
se-T based on IEEE802.3bz.

(b) It should have more than one port
of 10Gbase-SR or 10Gbase-LRM.

(c) It should operate with PoE+ pow-
er supply based on the IEEE 802.3at
and IEEE 802.3af.

(d) It should have 24 or more ports as
power supply ports.

D Network Forensics Subsystem

The network forensics subsystem will
be a device that is placed at boundary of
campus network and the Internet connec-
tion.

It is for storing all the traffic that
passed through the next generation fi-
rewall subsystem to the storage.

@ Network forensics system

(a) It should have more than 60 de-
rives at 8TB SAS HDD with 7200
rpm.

(b) It should have more than 8§ CPU
cores.

(¢) It should have more than 64GB
main memory.

(d) It should have more than 2 ports of
10Gbase-T interface.

(e) It should have a function of re-
mote management when a server

shutdown.
E Network Anomaly Detection Sub-
system

The network anomaly detection sub-
system will be a device that is placed at
boundary of campus network and the In-
ternet connection. This subsystem should
have function to detect a infected device
in our campus, to detect the unauthorized
traffic from our campus, and to detect the
vulnerable hosts in our campus.

@ Anomaly device detection system
(a) It should have a function to detect
C&C communication of malwares.

(b) It should have more than one ports

of 10Gbase-SR interface.

(¢) It should have more than 4 Gbps

throughputs of anomaly traffic de-
tection.

F  Virtual infrastructure Subsystem
The virtual infrastructure subsystem is
a device that provides a virtual in-
frastructure as an infrastructure to pro-
vide necessary services for our campus
network management.
@® Virtual infrastructure system

(a) It should have more than 8 derives
at 2TB SAS HDD with 7200 rpm.

(b) It should have more than 24 CPU
cores.

(c) It should have more than 384GB
main memory.

(d) It should have more than 2 ports of
10Gbase-T interface.

(e) It should have a function of re-
mote management when a server
shutdown.

(f) It should have a function of backup
the guest OSs.

(5) Time limit for the submission of the re-
quested material : 17: 00 6 July, 2018

(6) Contact point for the notice: Hirofumi
Ohata, Procurement Section, Accounting
Division, Kyushu Institute of Technology,
1—1 Sensui-cho Tobata-ku Kitakyushu-shi
804—8550 Japan, TEL 093—884—3029
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