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6 Summary

(1) Classification of the products to be pro-
cured : 14, 27

(2) Nature and quantity of the products to be
rent : Niigata University Information Net-
work System 1 Set

(3) Type of the procurement : Rent

(4) Basic requirements of the procurement :
Since 2014, Niigata University Information
Network System (NINES) has provided

network connection services for education
and research. However, considering social
requirements for national universities, it is
strongly required to enhance security mea-
sures as well as provide a high speed and
stable network. Therefore, the procurem-
ent focuses on “enhancement of cyber secu-
rity measures’. Key factors of the pro-
curement are i) building a network security
monitoring system in 24 hours a day, ii)
blocking the traffic to C&C servers and in-
formation leaks, iii) disconnecting a termi-
nal that causes a security incident from the
campus network, and iv) managing IP ad-
dresses intensively and strictly.

The network system to be procured
should be composed of Core Network
Switches, Faculty Area Network Switches,
Authentication Edge Switches, Security
System for Off-campus Connection, IP Ad-
dress Management System, Network Man-
agement and Monitoring System, and Wire-
less LAN System. Since Niigata University
has two campuses at Ikarashi and Asa-
himachi network connection be-
tween two campuses should be established
Especially, we are interested in proposal to
establish multi-homed network environ-
ment for the two areas, where Security Sys-
tem for Off-campus Connection is placed at
a SINET data center. The procurement in-
cludes connections to distant areas such as
Ekinan, Sado, Muramatsu and Shindori
areas (but does not include access lines).

A Core Network Switches

a 10Gbps or higher link speed is re-
quired to connectintra-campus switch-
es.

b 2Gbps or higher link speed is re-
quired to connect inter-campus switch-
es.

¢ support VLAN features.

B Faculty Area Network Switches

a 10 Gbps or higher link speed is re-
quired to connect the core network
switches.

areas,

b support L3 features.

¢ support VLAN features.

d The number of switches is reduced
as few as possible by using features
such as virtual switching.

C Authentication Edge Switches

a 10Gbps or higher link speed is re-
quired to connect the faculty area net-
work switches.

b 1Gbps or higher link speed is re-
quired at all ports of the switches.

c support authentication functions us-
ing authentication servers.

d support user authentication functions
working with any kind of PC clients.

e support MAC address authentication
functions.

f authenticate devices connected un-
der the existing switches in each room.

g support MAC address based VLAN
features that can assign multiple
VLANS to a single port.

h  The number of switches is reduced
as few as possible by using features
such as virtual switching.

i Authentication servers are required.

D Security System for Off-campus Con-
nection

a requires barrier networks.

b provides access control services us-
ing firewalls.

¢ The firewalls work with virus gate-
way servers.

d monitors secure computer and net-
work operations, and blocks unaut-
horized connections by mean of an out-
er SOC.

e provides VPN connection services.

f stores access logs for a given period
and provides a function of finding the
corresponding user and the destination
IP address easily in the case of security
incidents.

g ishandled as a main tool in the quick
security response.

(5)

6)

E IP Address Management System

a support DHCP features.

b Database for IP address manage-
ment is required.

¢ Web based management tool of IP
and MAC addresses is required.

F  Network Management and Monitoring

System

a provides network management func-
tion.

b provides network monitoring and log
data gathering function.

¢ has a log server and provides a func-
tion of storing and maintaining syslog
from network devices, access logs,and
authentication logs.

d provides remote maintenance func-
tion.

G Wireless LAN System

a Controllability of all access points by
a central management system is re-
quired.

b support user authentication functions
using authentication edge switches.

c support wired LAN authentication
functions as well as wireless LAN aut-
hentication functions.

d support connection from not only
PCs but also as many wireless devises
as possible.

e provides a function of detecting ra-
dio interference and a function of auto-
matically configuring the transmission
power and the channel.

f support coexistence of the campus
network and eduroam.

Time limit for the submission of the re-

quested material : 17 : 00 27 October, 2017

Contact point for the notice : Yoshikazu

Ikarashi, Financial Management section,
Niigata University, 8050 Ikarashi 2-no-cho
Nishi-ku Niigata-shi 950—2181 Japan, TEL
025—262—7671
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