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(3) Type of the procurement : Purchase
(4) Basic requirements of the procurement :
Incidental facilities in order to carry out the
research and educational activities.
(5) Time limit for the submission of the re-
quested material : 17: 00 22 May, 2017
(6) Contact point for the notice: SAKAI
Takayuki, Planning Section, Procurement
Division, Finance Department, Kyushu Uni-
versity, 6—10—1 Hakozaki Higashi-ku
Fukuoka-shi 812—8581 Japan, TEL 092—
642—2188
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Summary
(1) Classification of the products to be pro-
cured : 15, 28
(2) Nature and quantity of the products to be
rent : KEK Secure Network System 1 Set
(3) Type of the procurement : Rent
(4) Basic requirements of the procurement :
KEK secure network system consists of ex-
ternal and internal networks and additional
systems. These networks must be connect-
ed to faster than 10Gbps via firewalls. Fi-
rewalls connecting the networks have to
not only filter out packet based on static
rules, but also detect virus and so on ac-
tivities and shutout its traffic automatical-
ly. Routers of KEK secure network system
must implement the policy routing based on
connection parameters such as source and
destination IP pre fixes, port numbers or
AS number. All routers and switches of fol-
lowing networks and systems must monitor
and record the traffic and flow history for
future inspection. The flow history has suf-
ficient information to detect which network
switch and which port was used for the flow
even if the flow had already finished.
A. Network Infrastructure system
1. External network system This system
connects our organization (KEK) and

other network outside of KEK. The
network must be connected to an ex-
ternal network faster than 40Gbps, and
three other networks faster via redun-
dant 10Gbps links for each network.
The network system is connected to In-
ternal network faster than 10Gbps.
KEK provides an extranet also, that
connects KEK and domestic universi-
ties of research partners. Routers and
switches must be installed in these uni-
versities, and provide at least two links
of 10GbE or 1GbE to upstream net-
work. The requirement of the link
speed depends on the site.

. KEK internal network system The

KEK internal network system connects
buildings in KEK to Computing Re-
search Center. Each building has switc-
hes that consolidate information wall
sockets in the building. Cables from the
switches on each building to informa-
tion wall sockets are not included in
this system. This internal network sys-
tem provides the wireless network ac-
cessibility in specified floors in KEK
site. This network can be usable from
outside of KEK via VPN or some other
methods.

. Security system

—

™

. This system contains firewalls and In-

trusion Detection System to inspect
all connection from and to subnets pro-
vided by the Network Infrastructure
system.

Authentication server KEK internal
network must not be used without an
authentication that identifies the user
and the equipment. Basically the op-
erator of this system commits the regis-
tration or modification, but this privi-
lege can be transferred to several KEK
staffs. For VPN users, a dedicated aut-
hentication system based on hardware
tokens is needed.
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