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6 Summary
(1) Classification of the products to be pro-

cured : 14

(2) Nature and quantity of the products to be
rent : Information and Communication Sys-
tem for the university 1 Set

(3) Type of the procurement : Rent

(4) Basic requirements of the procurement :

(a) This system shall consist of various
servers, terminal computers, and other
related equipment. More specifically, the
following items shall be included : DNS
servers, Web servers, e-mail servers, sta-
tistical processing software license serv-
ers, numerical operation servers, training
room monitor switch systems, Web proxy
servers, authentication servers, statistical
analysis servers, university information
database systems, faculty evaluation sys-
tems, thin client systems, file shared serv-
ers, backup servers, academic affairs in-
formation systems, certificate issuance
systems, library operation systems, aca-
demic repository servers, IC card identifi-
cation issuance systems, and collaborat-
ing Active Directory account creation
systems, multi-homed edge routers, fi-
rewalls, L3 core switches, and floor
switches.

(b) To be compatible with existing equip-
ment, it is expected that those switches
support CDP (Cisco Discovery Protocol).

(c) Tt is expected that the firewall is ca-
pable of restricting communications rec-
ognizing applications, and is also capable
of preventing unknown malware.

(@) The firewall is expected to be capable
of restricting communications in FQDN
notation.

(e) The firewall is expected to be capable
of detecting communications with C&C
(Command and Control) and restrict as
necessary.

(f) Partial application of DHCP is en-
visioned. It is desirable to have a system
of which access log is recorded in devices
in the communication path when each
terminal connects to the internet, and the
terminal is specified by checking each log
through simple steps.

(8) In wired equipment, it is desirable that
the connected devices, L2 switch and
port, should be specified based on the in-
formation from the IP address and MAC
address.

(h) It is desirable to have a system that can
restrict not only external communica-
tions, but also communications within
the university according to network poli-
cy.

(i) This university uses Microsoft Office
365. The Azure Active Directory and on-
campus AD information shall be securely
synchronized.

(i) It is desirable that the configuration
supports the academic certificate access
management federation constructed in
collaboration with universities across the
country and NII.

(k) It is desirable to have a function to
check the vulnerability of on-campus ser-
vers.

(1) Shall include a commission service for
remote controlled network monitoring,”
operation to detect unauthorized entry.

(m) Shall include a management tool to col-
lect and search event logs, syslog,/
SNMP traps, etc., on servers and net-
work devices. It is desirable to be man-
aged in an integrated fashion.

(n) Shall have a function to record data
input,/output of file sharing servers and
browse easily.

(o) Tt is desirable that the process between
terminal power-on and login completion
of the thin client system is complete with-
in one minute.

(P) The administrative office in the univer-
sity shall be capable of implementing a
remote help desk to the thin client termi-
nals.

(@) Ttis expected that the thin client termi-
nals be capable of restricting the USB us-
age that designates users, terminals,/”
USB storage devices.

(r) Thin client terminals shall support the
CBT test.

(s) It is desirable that thin client terminals
are capable of preventing unknown mal-
ware as endpoint security.

(5)

(t) Shall provide a wireless network sys-
tem that covers the entire campus. The
access points shall be self-supported and
equipped with management tools.

(u) Shall have an authentication system
that can limit to only terminals used by
regular users when a connection to the
campus network is attempted by termi-
nals other than this procurement. The
system shall be capable of collecting the
MAC addresses of authentic terminals.
The system shall also be capable of pro-
mpting the voluntary input of user infor-
mation attributes at the time of initial
authentication. It is desirable that the fol-
lowing are implemented by user termi-
nals through simple steps assuming an
electronics application system :

@ Application by users ;

@ Authorization and notifications by
the administrator ;

® Authorization setting on communica-
tion devices.

(v) It is desirable to apply the virtualiza-
tion base as necessary, and that some sys-
tems such as DNS and backup systems
can be constructed in the cloud.

(W) Should have a successful track record
in terms of transferring IP address sys-
tems. Experience in projects with more
than 500 units is desired. It is desirable to
have successful results in terms of trans-
ferring the global IP address system to
the local address system.

(X) Shall include an operation manage-
ment tool that enables one to grasp the
presence or absence of failures and re-
sources. It is desirable that devices out-
side this procurement are also covered in
management objectives.

(¥) Shall provide a support system that is
capable of preventing system failures and
capable of taking prompt action when a
failure actually occurs.

Time limit for the submission of the re-

quested material : 17: 00 12 May, 2017
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