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bas i cOCSPResponse RESPONSE ::= {
SYNTAX BasicOCSPResponse
IDENTIFIED BY  id-pkix-ocsp-basic

BasicOCSPResponse ::= SEQUENCE {

tbsResponseData ResponseData,

signatureAlgorithm Algorithmldentifier,

sighature BIT STRING,

certs [0] EXPLICIT SEQUENGE OF Certificate }
ResponseData ::= SEQUENCE {

version [0] EXPLICIT Version DEFAULT v1

responder ID Responder ID

producedAt General izedTime

responses SFQUENGE OF SingleResponse,

responseExtensions  [1] EXPLICIT Extensions —— nonce

ResponderID ::= CHOICE {
byKey  [2] KeyHash }

KeyHash ::= OCTET STRING — SHA-1 hash of responder’s public key
— (excluding the tag and length fields)

SingleResponse ::= SEQUENCE {

certlD CertlID,
certStatus CertStatus,
thisUpdate GeneralizedTime,

singleExtensions [11 EXPLICIT Extensions
— confirmationTime and ocspStatusCode

CertStatus ::= CHOICE {

good [0] IMPLICIT NULL,
revoked [1] IMPLICIT RevokedInfo,
unknown [2] IMPLICIT UnknownInfo }

RevokedInfo ::= SEQUENGCE {
revocationTime GeneralizedTime,
revocationReason [0] EXPLICIT CRLReason }
UnknownInfo ::= NULL

Algorithmldentifier 1:=  SEQUENCE {

algorithm ALGORITHM-1D. &id ( {SupportedAlgorithms}),
parameters ALGORITHM~1D. &Type ( {SupportedAlgor ithms}
{ @algorithm }) }

ALGORITHM-ID ::= CLASS {
&id OBJECT IDENTIFIER UNIQUE,
&Type

1
WITH SYNTAX { OID &id PARMS &Type }
SupportedAlgorithms ALGORITHM-ID ::= { ..., — extensible
rsaSHA-1 |
rsaSHA-256 |
rsaSHA-1 ALGORITHM-ID ::= { OID shaiWithRSAEncryption PARMS NULL }
rsaSHA-256 ALGORITHM-ID ::= { OID sha256WithRSAEncryption PARMS NULL }

pkcs-1 OBJECT IDENTIFIER ::= {
iso(1) member—body (2) us(840) rsadsi (113549) pkes(1) 1}

shaiWithRSAEncryption OBJECT IDENTIFIER ::= { pkes-1 5}
sha256WithRSAEncryption OBJECT IDENTIFIER ::= { pkes-1 11}
CRLReason ::= ENUMERATED {

cACompromise 2),

affiliationChanged 3),

cessation0fOperation 5,

certificateHold 6)

Extensions ::= SEQUENCE SIZE (1..MAX) OF Extension

Extension ::= SEQUENCE {

extnld EXTENSION. &id ({ExtensionSet}),
critical BOOLEAN DEFAULT FALSE,
extnValue OCTET STRING }

ExtensionSet EXTENSION ::= { ..., — extensible
nonce |
confirmationTime |
ocspStatusCode

EXTENSION ::= CLASS {
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