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protection
extraCerts

[0] PKIProtection OPTIONAL,
[1] SEQUENCE SIZE (1..MAX) OF Certificate OPTIONAL

PKIHeader ::= SEQUENCE {

pvno
sender
recipient

INTEGER [ ietf-version2 (1) },
GeneralName
GeneralName

protectionAlg  [1] Algorithmidentifier OPTIONAL

senderKID

[2] Keyldentifier OPTIONAL

transactionID  [4] OCTET STRING

senderNonc
recipNonce

PKIBody ::= CHOICE {
genm [21] GenMsgContent
genp [22] GenRepContent
error  [23] ErrorMsgContent

PKIProtection ::

ProtectedPart
header
body

e

[5] OCTET STRING
[6] OCTET STRING OPTIONAL

-— message-specific body elements
—General Message
~-General Response
—Error Message

BIT STRING

SEQUENCE {

PKIHeader
PK1Body

PKIStatus ::= INTEGER {

granted

),

—— you got exactly what you asked for

rejection

v

-— you don’t get it, more information elsewhere in the message

Keyldentifier
PKIStatusInfo
status
GenMsgContent
GenRepContent ::

ErrorMsgContent

"

1

H

OCTET STRING
SEQUENCE {
PKIStatus
SEQUENCE OF InfoTypeAndValue

SEQUENCE OF InfoTypeAndValue

2 1= SEQUENCE {

pKiStatusInfo PKIStatusInfo

id-registeredcert OBJECT IDENTIFIER ::= { 1 2 392 100300 1 }

id-registeredcert-mg OBJECT IDENTIFIER ::= { id-registeredcert 2 }

"

id-registeredcert-mg-genmsuspreq OBJECT IDENTIFIER ::
id-registeredcert-mg-genpsuspres OBJECT IDENTIFIER ::=
id-registeredcert-mg-genminforeq OBJECT IDENTIFIER :
id-registeredcert-mg-genpinfores OBJECT IDENTIFIER :

id-registeredcert-mg 1 }
id-registeredcert-mg 2 }
id-registeredcert-mg 21 }
id-registeredcert-mg 22 }

D

fl

!
—_——— -

GenmSuspReqContent ::= SEQUENCE {
certDetails CertTemplate
revocationReason ReasonF lags,
suspensionReasonCode INTEGER
suspensionDetai | EncryptedValue —- encrypted SuspData

—— SuspData is made with conection of

—— “suspensionSecretCode” (which is password without tag and length) and
-— hashed “header PKIHeader”.

—— The max size of Suspdata is 84Bytes. (Max64Bytes + 20Bytes)

GenpSuspResContent ::= SEQUENCE ({

status PKIStatusInfo
—— status information of suspension results
revCert Certld

—— IDs for which revocation was requested (same order as status)

GenmInfoRegContent ::= SEQUENCE OF NegotiationKey
NegotiationKey ::= SEQUENCE {

symmAlg Algorithmlidentifier,

pubAlg  Algorithmlidentifier,

hashAlg Algorithmldentifier 1}
GenpInfoResContent ::= SEQUENCE {

status PKiStatusInfo

negotiationKeys SEQUENCE OF NegotiationKey OPTIONAL 1}
END
2 Implicitly Tagged Module

MOJCRMFSuspReq { 1 2 392 100300 1 4 22 }
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