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&id  OBJECT IDENTIFIER UNIQUE
&Type OPTIONAL

]

WITH SYNTAX { OID &id [PARMS &Type] }

SupportedAlgorithms ALGORITHW-ID ::= { ..., - extensible
rsaPublicKey |
rsaSHA-1 |
rsaSHA-256 |
des—-EDE3-CBC |
shalldentifier }
sha2b61dentifier }

rsaPublicKey ALGORITHM-ID ::= { OID rsaEncryption PARMS NULL }
rsaSHA-1 ALGORITHM-ID ::= { OID shalWithRSAEncryption PARMS NULL }
rsaSHA-256 ALGORITHM-ID ::= { OID sha256WithRSAEncryption PARMS NULL }
des—EDE3-CBC ALGORITHM-ID ::= { OID dES-EDE3-CBC PARMS CBCParameter }
shalldentifier ALGORITHM-ID ::= { OID id-SHAT PARMS NULL }
sha2561dentifier ALGORITHM-ID ::= { OID id-SHA256 PARMS NULL }

pkes—1 OBJECT IDENTIFIER ::= {
iso (1) member-body(2) us(840) rsadsi (113549) pkes(1) 1}

rsaEncryption OBJECT IDENTIFIER ::= { pkes-1 1}
-~ sub jectPublicKey syntax
RSAPublicKey ::= SEQUENCE {

modulus INTEGER, —— n

publicExponent INTEGER — e

shalWithRSAEncryption OBJECT IDENTIFIER ::= { pkes-1 65}
sha256WithRSAEncryption OBJECT IDENTIFIER ::= { pkes-1 11}
dES-EDE3-CBC OBJECT IDENTIFIER ::= |

iso(1) member-body(2) us(840) rsadsi (113549) encryptionAlgorithm(3) 7}
— dES-EDE3-CBC parameters
CBCParameter ::= IV
IV ::= OCTET STRING (SIZE (8..8))

id-SHA1 OBJECT IDENTIFIER ::= {

iso(1) identified-organization(3) oiw(14) secsig(3) algorithms(2) 26 }

id-SHA256 OBJECT IDENTIFIER ::= {
joint~iso-itu-t(2) country(16) us(840) organization(1)
gov (101) csor (3) nistalgorithm(4) hashalgs(2) 1}

InfoTypeAndValue ::= SEQUENCE {
infoType INFORMATION-ID. &id ({InfoSet}),
infoValue INFORMATION-1ID. &Type ({InfoSet} {@infoType})

INFORMATION-ID ::= CLASS {
&id  OBJECT IDENTIFIER UNIQUE
&Type
1
WITH SYNTAX { SYNTAX &Type IDENTIFIED BY &id }

InfoSet INFORMATION-ID ::= { genmSuspReqgContent |
genpSuspResContent |
genmInfoRegContent |
genpInfoResContent

genmSuspReqContent INFORMATION-ID ::= {
SYNTAX GenmSuspReqContent
IDENTIFIED BY id-registeredcert-mg-genmsuspreq

genpSuspResContent INFORMATION-ID ::= {
SYNTAX GenpSuspResContent
IDENTIFIED BY id-registeredcert-mg-genpsuspres

genmInfoReqContent INFORMATION-ID ::= {
SYNTAX GenmInfoReqContent
IDENTIFIED BY id-registeredcert-mg-genminforeq

genpInfoResContent INFORMATION-ID ::= {
SYNTAX GenpInfoResContent
IDENTIFIED BY id-registeredcert-mg—genpinfores

PKIMessage ::= SEQUENCE {
header PKIHeader,
body PK1Body
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