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0 Summary

(1) Classification of the products to be pro-

cured : 15, 28

(2) Nature and quantity of the products to be
rent : Unified Authentication infrastructure
and Firewalls for all National Colleges of

Technorogy 1 Set

(3) Type of the procurement : Rent

(4) Basic requirements of the procurement :
0 O Authentication infrastructure

@ KOSEN common authentication

server

(a) Server can authenticate users of
applications, etc. of KOSEN com-

mon system.

0 Server supports LDAP v2 and v3

protocols.

O Server supports LDAP over SSL,
and allows use of arbitrary certifi-
cates.

O Server allows extension of arbi-
trary LDAP schemas.

(b) Server can authenticate KOSENs’
common network system, etc.

0 Server supports RADIUS protocol.

O Server can authenticate users by
using PAPO CHAP in RADIUS
authentication.

O Server can authenticate terminals
based on MAC address in RADIUS
authentication.

O Server supports IEEE802.1X aut-
hentication.

[ Server allows registration and use
of vendor-specific attributes.

(c) Server settings and management
can be operated entirely through a
Web browser using HTTPS and in
Japanese.

(d) A Japanese manual is available.

(e) Server has the function to main-
tain logs including operation history.

(f) Server offers data protection and
system redundancy.

(g) Server allows use of 10,000 or
more user accounts.

(h) Server allows management of ac-
count information in CSV and LDIF
formats.

(i) Server can synchronize account in-
formation provided from the respec-
tive campuses and the Headquarters
Secretariat.

(i) Server can respond to power out-
ages.

@ Authentication server for each cam-

pus (55 campuses)

(a) Server can authenticate users of
applications, etc. of the campus-
specific system.

O Server supports LDAP v2 and v3
protocols.

0 Server supports LDAP over SSL,
and allows use of arbitrary certifi-
cates.

O Server allows extension of arbi-
trary LDAP schemas.

0 Server supports POSIX authen-
tication.

(b) Server can authenticate the net-
work system, etc. of each campus
0 Server supports RADIUS protocol.
0 Server can authenticate users by

using PAPO CHAP in RADIUS
authentication.

[ Server can authenticate terminals
based on MAC address in RADIUS
authentication.

O Server supports IEEE802.1X aut-
hentication.

0 Server allows registration and use
of vendor-specific attributes.

(c) Server can synchronize designated
attributes of designated users with
another Active Directory or LDAP
server.

(d) Server settings and management
can be operated entirely through a
Web browser using HTTPS and in
Japanese.

(e) A Japanese manual is available.

(f) Server has the function to main-
tain logs including operation history.

(g) Server offers data protection and
system redundancy.

(h) Server allows use of 2,000 or more
user accounts.

(i) Server allows management of ac-
count information in CSV and LDIF
formats.

(i) Server offers the functions of Shib-
boleth IdP.

(k) Server offers functions, attributes,
etc. for participating in the Shibbole-
th IdP used by the Academic Aut-
hentication Federation of the Na-
tional Institute of Informatics.
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