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6 Summary
(1) Classification of the products to be pro-

cured : 14

(2) Nature and quantity of the products to be
purchased : Computer Infrastructure Sys-
tem 1 Set

(3) Type of the procurement : Rent
(4) Basic requirements of the procurement :

A The system is comprised of a server
infrastructure, infrastructure services,
email services, seminar room environ-
ments, a group of shared portable termi-
nals for education, e-learning services,
file sharing services, document sharing
services, user registry services, user por-
tal services, security management sys-

tems, server management system in-
frastructure, terminal management sys-
tem infrastructure, software manage-
ment systems, printing systems, and a va-
riety of services such as website hosting,
as well as comprehensive licenses, and is
capable of operating as the information
infrastructure of the university, providing
not only general education for the entire
university, but also the service functions
of information science education and of-
fice systems in a unified manner.

B The server infrastructure will allow for
easy migration from existing virtualized
server instances running on VMware,
will enable (almost) seamless operation
and management of scalable server func-
tions located on campus, in data centers
rented by the university, and in data cen-
ters directly connected to SINET, and
will also enable (almost) non-stop mainte-
nance of equipment and firmware. Con-
struction will be based on the concept of
infrastructure as a code, using tools such
as Ansible Playbook. Furthermore, the
services provided by this system will be
configured with multiple instances, al-
lowing for updates without service inter-
ruption.

C The underlying services shall include
at least DNS, NTP, Web servers, Proxy,
LDAP, RADIUS, Active Directory, IdP
such as SAML, CAS, OpenID Connect,
and file servers have high availability,
and have APIs that enable control and
operation management through open
mechanisms. In addition to authentica-
tion using usernames and passwords, the
authentication-linked IdP shall include a
multi-factor authentication function us-
ing digital certificates, magnetic cards,
IC cards, etc. It is desirable for the func-
tion to comply with standards such as
FIDO. Furthermore, in addition to sup-
porting the authentication of both the

Center for Information Services Account
(CIS account) corresponding to academic
and professional records and the lifetime
account uniquely corresponding to an in-
dividual, it shall have the function to re-
turn the corresponding lifetime account
as the authentication result using the CIS
account. The SAML IdP shall comply
with the GakuNin Technical Application
Standard (Ver.2.8).

D Inthe services to be provided, data that
is intended to be made public must be ca-
pable of stable provision using cloud ser-
vices, etc., and must be controllable, au-
ditable, and operationally manageable
using published mechanisms.

E In the services to be provided, the data
whose disclosure should be limited should
be configured as a service infrastructure
that can be audited by security devices
under the management of the University.
This security function may be implement-
ed by using the UTM device, such as For-
tinet Fortigate 700G, already installed at
the university.

F  The e-mail service supports at least the
Webmail, IMAP4S, POP3S, and SMTPS
protocols, can accommodate all of KIT’s
subdomains, has transparent virus scann-
ing and SPAM countermeasures, and has
the ability to handle e-mail exchanges in-
volving large files, the throttling function
that can limit the amount of mass mail
sent, and the ability to set up flexible
mailing lists according to user attributes.
It is also capable of sending, receiving,
and storing e-mails with digital signa-
tures for all university members, and of
managing the sending and forwarding of
e-mails for all users with KIT personal
IDs. To prevent fraudulent email use, it
must be possible to perform domain-
based email authentication, restrict email
relays and forwarding, and enable ad-
vanced authentication for email clients
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