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version Version

signature Algorithmldentifier

issuer Name,

thisUpdate Time,

nextUpdate Time,

revokedCertificates SEQUENGE OF SEQUENGE {
userCertificate CertificateSerialNumber,
revocationDate Time
cr |EntryExtensions EntryExtensions }

cr |Extensions [0] CRLExtensions }
Version ::= INTEGER { v2(1) }
EntryExtensions ::= SEQUENCE SIZE (1..MAX) OF EntryExtension

EntryExtension ::= SEQUENCE {

extnld EXTENSION. &id ({EntryExtensionSet})
critical BOOLEAN DEFAULT FALSE
extnValue OCTET STRING }

EntryExtensionSet EXTENSION ::= { reasonCode }

CRLExtensions ::= SEQUENGE SIZE (1..MAX) OF CRLExtension

CRLExtension ::= SEQUENCE {

extnld EXTENSION. &id ({CRLExtensionSet})
critical BOOLEAN DEFAULT FALSE
extnValue OCTET STRING }
CRLExtensionSet EXTENSION ::= { authorityKeyldentifier |
cRLNumber |

issuingDistributionPoint }

EXTENSION ::= CLASS {
&id OBJECT IDENTIFIER UNIQUE
&ExtnType }

WITH SYNTAX {
SYNTAX &ExtnType
IDENTIFIED BY &id }

SIGNED { ToBeSigned } ::= SEQUENCE {
toBeSigned ToBeSigned
algorithm  Algorithmldentifier,
signature BIT STRING

END
2 Implicitly Tagged Module
MOJCorpCertCRLImplicit { 1 2 392 100300 1 4 52 }

DEFINITIONS IMPLICIT TAGS ::=
BEGIN

——EXPORTS ALL —

IMPORTS
DistributionPointName
FROM MOJCorpCertImplicit { 1 2 392 100300 1 4 2 }
CRLReason
FROM MOJOCSP { 1 2 392 100300 1 4 31 };
EXTENSION
FROM MOJCorpCertCRLExplicit { 1 2 392 100300 1 4 51 }

reasonCode EXTENSION ::= {
SYNTAX CRLReason
IDENTIFIED BY  id-ce—cRLReason }

cRLNumber EXTENSION ::= {
SYNTAX CRLNumber
IDENTIFIED BY  id-ce—cRLNumber }

CRLNumber ::= INTEGER (0. .MAX)

issuingDistributionPoint EXTENSION ::= {
SYNTAX IssuingDistributionPoint
IDENTIFIED BY  id-ce—issuingDistributionPoint }

IssuingDistributionPoint ::= SEQUENCE {
distributionPoint [0] DistributionPointName
onlyContainsUserCerts [1] BOOLEAN DEFAULT FALSE
onlyContainsCACerts [2] BOOLEAN DEFAULT FALSE }

id-ce  OBJECT IDENTIFIER ::= {joint-iso-ccitt(2) ds(5) 29}

id-ce—cRLNumber OBJECT IDENTIFIER ::= {id-ce 20}
id-ce—cRLReason OBJECT IDENTIFIER ::= {id-ce 21}
id-ce-issuingDistributionPoint OBJECT IDENTIFIER ::= {id-ce 28}
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