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1 Explicitly Tagged Module
MOJCMPRegistration { 1 2 392 100300 1 4 41 }

DEFINITIONS EXPLICIT TAGS ::=
BEGIN

IMPORTS

CertRegMessages, GeneralName, registeredCorporationinfo
FROM MOJCRMFRegistration { 1 2 392 100300 1 4 42 };

PKIMessage ::= SEQUENCE {

header PKIHeader
body PKIBody

PKIHeader ::= SEQUENCE {

pvno INTEGER { ietf-version2 (1) }
sender General|Name
recipient GeneralName

PKIBody ::= CHOICE {

ir [0] CertRegMessages --Initialization Request
}
Algorithmldentifier ::= SEQUENGCE {
algorithm ALGORITHM-ID. &id ({SupportedAlgor ithms})
parameters ALGORITHM-ID. &Type ({SupportedAlgor ithms}

{ @algorithm }) OPTIONAL }

ALGORITHM-ID ::= CLASS {
&id  OBJECT IDENTIFIER UNIQUE
&Type OPTIONAL

}
WITH SYNTAX { OID &id [PARMS &Type] }

SupportedAlgorithms ALGORITHM-ID ::= { ..., —- extensible
rsaPublicKey |
rsaSHA-256 |
sha2561dentifier }

rsaPublicKey ALGORITHM-ID ::= { OID rsaEncryption PARMS NULL }

rsaSHA-256 ALGORITHM-ID ::= { OID sha256WithRSAEncryption PARMS NULL }
sha2561dentifier ALGORITHM-ID ::= { OID id-SHA256 PARMS NULL }

pkcs—1 OBJECT IDENTIFIER ::= {
iso(1) member-body (2) us(840) rsadsi (113549) pkes(1) 1}

rsaEncryption OBJECT IDENTIFIER ::= { pkes-1 1}
—— subjectPublicKey syntax
RSAPublicKey ::= SEQUENCE {

modulus INTEGER, --n

publicExponent INTEGER —— e

sha256WithRSAEncryption OBJECT IDENTIFIER ::= { pkes-1 11}
id-SHA256 OBJECT IDENTIFIER ::= {
joint-iso—itu-t(2) country(16) us(840) organization(1) gov (101)
csor (3) nistalgorithm(4) hashalgs(2) 1}
SubjectPublicKeyInfo ::= SEQUENCE {
algorithm Algorithmldentifier
subjectPubl icKey BIT STRING }
Extensions ::= SEQUENCE SIZE (1..MAX) OF Extension

Extension ::= SEQUENCE {

extnld EXTENSION. &id ({ExtensionSet})
critical BOOLEAN DEFAULT FALSE
extnValue OCTET STRING }

ExtensionSet EXTENSION ::= { registeredCorporationinfo }

EXTENSION ::= CLASS {
&id OBJECT IDENTIFIER UNIQUE
&ExtnType }

WITH SYNTAX {
SYNTAX &ExtnType
IDENTIFIED BY &id }

AttributeTypeAndValue ::= SEQUENCE {
type ATTRIBUTE. &id ({SupportedAttributes})
value  ATTRIBUTE. &Type ({SupportedAttributes} {@type})}

Name ::= CHOICE {
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